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Introduction
Conformance testing and interoperability test-
ing are less well-known than functional test-
ing, performance testing or usability testing. 
Moreover, they may seem dull to some people. 
They are all about standards, thick technical 
specifications, and repetition. Nevertheless, 
Derk-Jan de Grood and his colleagues believe 
that conformance and interoperability testing 
are as important as other types of testing and 
can be interesting, challenging, and rewarding. 
This article highlights important concepts such 
as interface standards, multi-vendor architec-
tures and oracles. It provides insight into the 
problems you might have to deal with when 
you move on to conformance testing. 

Why Bother About Interoperability?
Imagine that you have a business process that 
you want to automate. Once the newly-built 
system is implemented, the automated busi-
ness process should replace the original one. 
The new system is specially designed for your 
unique situation. The system probably has 
some interfaces with other systems, but these 
are all trusted and known. While designing and 
building such a system, the ‘fit for purpose’ 
will be a leading requirement. Testing should 
provide the answer whether the system is ac-
tually ‘fit for purpose’. In your test process, 
validating that the systems works will be more 
important than the question how it works. 

There are, however, many real-life systems 
that do not have a one-to-one relation with 
trusted peer systems. Instead, they operate in 
an open environment and communicate with a 
lot of different systems built by various manu-
facturers. In these kinds of systems, interoper-
ability between systems of different vendors 
and owners is a key issue.

Think about bank cards, ID-badges and elec-
tronic passports. In all of these systems we 
recognize an owner that should be able to use 
his/her card with a wide variety of different 
machines. In the case of a bank card, these can 
be ATMs from different manufacturers and 
banks. An electronic passport will be read by 
different types of passport scanners in various 
countries all over the world. 

Interoperability is also important within ser-
vice-oriented architectures (SOA). Within an 
SOA, the system often calls services that are 
outside the boundaries of the organization. 
A typical example is that of a web shop that 
helps customers find the cheapest offer. The 
web shop requests availability and price in-
formation at various shops that have an SOA 
interface. Again, we recognize a one-to-many 
relationship.

A third example where interoperability plays a 
major role is embedded software. Manufactur-
ers of consumer electronics reduce their time-
to-market by integrating a growing number 
of commercial-off-the-shelf (COTS) compo-
nents into their products. Each of the com-
ponents should be compatible with the main 
system and also be able to communicate with 
other components within the device. But it’s 
important to remember that the component is 
probably used in other devices by other manu-
facturers as well. Once more, we recognize a 
one-to-many relationship.

In order to make these open environments 
work, agreements are made about the working 
of the system and the way data is exchanged 
with peer systems. By complying with those 
specifications or standards, the interoperability 
of the systems is guaranteed.

If we decide to build according to a standard, 
we should also test whether this has been done 

properly. This is where conformance testing 
and interoperability testing kicks in. 

Conformance and Interoperability 
Intuitively, we all know what is meant by con-
formance and interoperability. Yet it might be 
useful to define these terms more precisely. 

Conformance is the measure to which a sys-
tem meets the requirements of a standard. 

Compliancy is often used as synonym for con-
formance. 

Interoperability is the ability of different sys-
tems to work together effectively and to ex-
change information. We distinguish horizontal 
and vertical interoperability:

Vertical interoperability•  refers to different 
types of components that work together 
in a chain. In the example of the electron-
ic passport, the chain can consist of the 
passport, a reader, an on-site server and 
a back-office system. Testing vertical in-
teroperability aims, for instance, to prove 
that it is possible to match biometric data 
on the chip of a passport with data stored 
in a database in the back-office system. 
Vertical interoperability is very important 
to the different stakeholders in the chain, 
such as the passport holder and the re-
ceiving country. 

Horizontal interoperability•  refers to the 
exchangeability of components of the 
same type.  Again, looking at the e-pass-
port example, there are different coun-
tries that issue electronic passports, and 
there are multiple manufacturers that de-
liver e-passport readers. Testing horizon-
tal interoperability checks whether the 
working of the chain is independent of 
the components used. Horizontal interop-
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erability is a key asset in multi-vendor 
architectures.

Interoperability and Conformance Test-
ing
Testing for interoperability can be done in dif-
ferent ways. The most straightforward way is 
by performing a cross-over test, in which all 
combinations of different systems are tested. 
Sometimes this type of testing is also referred 
to as matrix testing, indicating that each po-
sition in the interoperability matrix should be 
tested. The example below depicts a 2-dimen-
sional matrix for different kinds of ATM-cards 
in different cash machines.

Example of an interoperability matrix

Cross-over testing has three disadvantages:

If the number of different systems in-• 
creases, the test√ing effort and time will 
explode to unrealistic measures.

It is not possible to include systems within • 
the test that have not yet been delivered. 
How can one ensure the interoperability 
of your bankcard with future systems, 
such as an ATM that will be on the mar-
ket next year? 

Problems are generally found quite late in • 
the development cycle: only systems that 
are considered ready are put to a cross-
over test. The efforts to find the cause of 
the problem and to repair it will therefore 
be relatively high. It is not unlikely that 
problems that are found in one particular 
combination will lead to a change in the 
working of the interface. In this case, a lot 
of re-testing is required in order to deter-
mine that the change does not affect the 
working of the other combinations.   

Since cross-over testing is difficult and time-
consuming, one prefers to execute, prior to in-
tegration, a run of conformance tests on each 

of the system interfaces. 

The basic assumption behind conformance 
tests is that if two systems work according 
to the same standard, they can integrate or be 
exchanged with one another without problem. 
Passing the tests in the conformance test set 
will therefore reduce the number of problems 
found when two or more systems are inte-
grated (vertical integration) and will lead to 
exchangeable components (horizontal integra-
tion).

Since the proof of the pudding is in the eating, 
the conformance test is often followed by an 
End-to-End or Chain test. In such a test, all 
components are put together to see whether 
the system as a whole functions correctly. The 
End-to-End tests are not as extensive as the 
‘cross-over’ test. Rather than testing each pos-
sible combination, it checks whether the whole 
chain is working for a representative selection 

of the available components.

Finally, upon integration, a 
check- to-connect can be car-
ried out. The check-to-con-
nect test checks whether the 
component is connected and 
configured correctly.

Drawing up a test design 
for conformance tests

When designing tests for conformance testing, 
the tester will have to deal with the following 
challenges:

Incomplete and ambiguous standards

A regularly recurring experience in any soft-
ware development project is the lack of com-
plete and consistent specifi-
cations. Although interface 
standards describe limited 
functionality, they also fail 
to be complete at the begin-
ning. The reason for this lies 
in the difficulties of writing 
complete specifications and 
in the way standards are cre-
ated. A standard is often a 
compromise between differ-
ent parties with different in-
terests. For example, a group 
of competing manufacturers 
and operators in the area of 
public transport may decide 
to cooperate on a standard. 
By creating an interoperable system they will 
open up new markets and create new chances. 
They will have a number of requirements in 
common, and these will find their way into the 

standard quite easily. But each of the manu-
facturers will also have some features in their 
existing products that distinguish them from 
their competitors’ systems. These points will 
lead to a lot of discussion among manufactur-
ers. Often, the manufacturers will settle for a 
‘high-level’ solution, in order to stop the dis-
cussions and get the standard finished in time.  

Testing is of course all about the details, and 
more than once the tester’s questions will trig-
ger the discussion once more. This can lead to 
a delay in the project.  Often this problem is 
mitigated by creating an ‘oracle’. An oracle is 
able to make straight and firm decisions that 
are followed by all parties. This can be seen 
in the EMV scheme. The success of EMV lies 
partly in the fact that VISA and MasterCard 
are such strong parties. When VISA and Mas-
terCard agree on a solution, all other parties 
will follow. For this reason, VISA, MasterCard 
and JCB operate EMVCo, which acts like an 
oracle that decides upon all issues regarding 
EMV and prevents endless discussion by the 
members. 

Incomplete test set

Conformance tests are carried out to minimize 
the number of problems that arise when two or 
more systems are integrated. The test should 
lead to a ‘declaration of conformance’. Con-
formance testing is therefore all about cover-
age of the standard.  

Experience shows that designing tests with 
full coverage is quite a challenge. 

The international e-passport is specified by 
the International Civil Aviation Organization 
(ICAO). ICAO also publishes a test standard 
for both e-passports and e-passport readers. 
An assessment that Collis did on these test 
specifications found that they did not cover all 
requirements. In particular, the test set did not 
contain enough negative testing, and tests for 
the correct formatting of the biometric data in 
the passport were missing.

The figure below illustrates the relation be-
tween standard and test design. Risks are indi-
cated if there are omissions in either standard 
or test design.

Ambiguity of the tests

If you leave room for interpretation in the test 
set or standard, different manufacturers will 

Multi-vendor architectures

Conformance and interoperability play 
a major role in multi-vendor or ‘open’ 
architectures. These are architectures 
where more than one manufacturer 
(vendor) is allowed to deliver parts for 
the system. Advantages of multi-vendor 
architectures are that they prevent 
vendor lock-in and promote competi-
tion. The system owner is assured of his 
independence towards the manufactur-
ers. He will not have a problem if one of 
the suppliers is unable to deliver. This 
independence leads to healthy competi-
tion and stimulates innovation. 

Card type works with 
ATM type?

ATM 1 ATM 2 ATM 3 ATM 4

Card I.a √ √ √ √
Card I.b √ √ √ x
Card II √ √ √ √
Card III √ x √ √

Conformance tests capture the techni-
cal description of a specification and 
measure whether a product faithfully 
implements the specification. The test-
ing provides developers, users and 
purchasers with a higher level of confi-
dence in product quality and increases 
the probability of successful interoper-
ability [adapted from NIST].
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deliver different implementations. What does 
the outcome of the test really say about the 
system’s behavior? An ambiguous test might 
lead to a positive verdict on systems with dif-
ferent behavior, jeopardizing interoperability 
between those systems.

The importance of an unambiguous test set 
is illustrated in the figure below. The figure 
indicates how errors can sneak into a certain 
function. Before the developer implements the 
function, he will make an interpretation of the 
design. When the function is unclearly speci-
fied, the chances are quite high that he will 
make a different interpretation of the function 
than the analyst had intended. When imple-
menting the function, the developer can either 
make an error, or not. The figure below shows 
that in four of the six situations the confor-
mance tests should indicate a deviation from 
the expected behavior.

A clear and unambiguous test will filter out 
these erroneous situations and prevent that two 
different implementations pass the same test. 
An unclear test will not. Therefore it is a chal-
lenge for the tester to write tests in such a way 
that the result cannot be disputed. 

Conformance testing: a guarantee for 
interoperability?
Many say that interoperability through confor-
mance testing is a myth. And indeed, practice 
shows that interoperability problems show up 
even for systems for which outstanding con-
formance tests exist. The credit card issuer 
VISA relies on trustworthy and error-free ser-

vices all around the world. In order to enable 
this, VISA is one of the driving forces behind 
the EMV standard and the accompanying test 
standard. Although EVMCo invests heavily 
in good standards and reliable conformance 
tests, VISA still runs a dedicated department 
dealing with interoperability issues. Although 
conformance testing has decreased the number 
of problems to a great extent, remaining errors 
are still found in production. 

Myth or not, by gathering the results from 
subsequent tests and from daily operations, 
the EMV standard gets updated with renewed 
insights and the conformance test set has been 
fine-tuned over the years. Each credit card, 
ATM or back-office server that has been added 
to the system has increased the quality of the 
EMV standard and of the conformance test 
set. And in turn, the increasing quality of the 

standards leads to less and less problems when 
new equipment is added to the system. There-
fore, the quality of the standards is nearing the 
‘perfect’ mark asymptotically, as shown in the 
figure below.

This is where we find the true added value of 
conformance testing: these tests save a lot of 
problems during integrating and can be reused 
over a long period of time for many different 
new components.

Test results unambiguous 
test design

Test results ambiguous 
test design
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