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Governance, Audit and Test 

Governance the way in which organizations demonstrate that they do not take 

unnecessary risks with handle their money careful.   

Governance seems to be of increasing importance for a number of reasons. Many 

businesses, such as banks and insurers operate with public money, or money from 

others. These organizations must be accountable for and be able to report on how they 

manage their funds. Not just to the government, but also to the general public. Due to 

the current banking crisis they have also become aware of the impact of financial 

mismanagement. In addition, organizations choose to outsource more and more services 

to external parties. Logically, the outsourcing organization wants to be certain that the 

service organization's internal control is in order. Monitoring is necessary. 

Basel III, Solvency 2, SAS70, Sarbanes-Oxley are well known governance models. 

known. At first glance, these have little to do with IT. Yet they have major consequences 

for the systems, system development and testing. Firstly, the controls that the standard 

requires need to be translated into tests. On the other hand, the results of the tests 

need to be traced back to the impact they have on the compliancy. On another 

dimension we have technology and organization. These two determine for a great deal, 
how necessary controls will be implemented, in the process of by means of software. 

 

 

Knowledge area’s in the field of governance 

 

"Within our organization, governance has brought some major changes", Andrew 

explains, "We must demonstrate that we are on top of the financial risks. To do so the 

standard appoints a large number of checkpoints. Many of these are secured in the 

software. You can think about, e.g. the separation of roles. The authorization matrix and 

the system workflow are designed based on the four-eye principle. While testing the 

release, we check if it really is not possible that a person can spent large sums of money 
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without anyone knowing it. In addition, we test the financial report very carefully. We 

even have a separate test team that examines whether the amounts in the financial 

reports are correct. I cannot bear to think what might happen if a calculation errors 
leads to the management making a wrong decision." 

Governance forces organizations to organize audits that verify whether the planned risk 

measures are properly implemented. These audits can be both external and internal. For 

testers, the need to prove compliancy by audits offers many possibilities. On the one 

they lead to external requirements on the quality of the test set. The testing process 

might become more structured and will be embedded in the organizational processes. 

Audits provide support, motivation and good arguments to implement the necessary 

improvements. Furthermore, testers have proven to be good auditors themselves, which 

opens a whole new range of career opportunities. 

 

For more information: 

Derk-Jan de Grood works as a testing expert for Valori. He advises organizations to 

organize and improve their testing activities. He is specialized in getting more out of 

testing by focusing on the value chain and business-it alignment. As product manager he 

is working on innovations in the Valori services. In addition, he publishes and speaks 

with great enthusiasm on developments in the testing profession.  

Andrew is a fictional tester with a passion for the profession. He could be you! 
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